ETHICS AND SOCIAL MEDIA
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Why Family And Social
Media Shouldn't Mix...

HOLD ON
TIGHT

‘Stan, Grandma said she poked you,
andyou haven’t sent a poke/b T




HOLD ON TIGHT

GDPREur ope doesndot kn
this because it was so hastily written

Now California is trying to formulate their
own version

What starts in CA moves to New York and
then infiltrates the rest of the country in
some form or another.
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CAMBRIDGE ANALYTICA AND THE
DESTRUCTION OF TRUST IN SOCIAL
MEDIA

| (lﬂll l alwavs ik

A People who dondot | ike privacy =
those who know their alias will find them.

A Parents use alias names to spy on their kids

A Alias use makes a search bar unreliable.

Boh hnmnsm



S ARTIFICIALINTELLIGENGE?

4 ity il s
CAMBRIDGE ANALYTICA it PR
AND THE DESTRUCTION L T AN
OF TRUST IN SOCIAL X ¥

MEDIA '

A Dirty Data sets are the new alias
A Gives Al solutions fits

A Takes more sophistication than
alias names

A Data points are the new gold
standard

TMEHAD THAT FORYEARS

maflipicom



CAMBRIDE
ANALYTICA AND THE
DESTRUCTION OF
TRUST IN SOCIAL
MEDIA

You no | onger
Its as reliable as fingerprints

There is no opt out

need

t
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anyoneeé




CAMBRIDGE ANALYTICA aissonertal Growih
AND THE DESTRUCTION
OF TRUST IN SOCIAL
MEDIA

It is assumed, after Cambridge
Analytica, available posted
material in social media would
drop off significantly

The opposite is true, but you
need to know how to look and
what is considered public vs.
private

time




CAMBRIDGE ANALYTICA
AND THE DESTRUCTION
OF TRUST IN SOCIAL
MEDIA

Courts continue to hold that
information gleaned from public
profiles is admissible

If anyone in this photo has a public
profile this photo is admissible

Data points can be used to verify
your target in the photo

Because of facial recognition
technology everyone in the photo is
tagged

Data aggregation buckets make it
easy




A WORD ABOUT
FACEBOOK

AA word about Facebook and
Instagram::

A Mark has learned some lessons
since the last election cycle and
Cambridge Analytica

A With long time opponents gaining
traction in the democratic race he
Is super careful



-- Facebook and Instagram regulate how much information they release by
A WORD ABOUT constantly changing their software integrations with the platforms using their API

AN O = =210]0]¢ --- Facebook is caught between a rock and a hard place

-- implications for solely Al applications.




PRIVACY s isiT

REAL?

What is privacyiWe give it up
SO easy anyway?

For the purposes of social
media and privacy, privacy
settings apply to the wall in
which the privacy settings are
activated

MY WIFE ASKED ME WHY |
SPOKE SO SOFTLY IN THE
HOUSE.
| SAID I WAS AFRAID
MARK ZUCKERBERG WAS
LISTENING:

SHE LAUGHED.
| LAUGHED.
ALEXA LAUGHED.
SIRI LAUGHED.



PRIVACY --IS IT REAL?

WHAT DIEEERENCE

A How far does privacy extend? 2 /1
Does it even matter? - '

A Throwing the cour

aside just becaus noEsrl'anKEaa
expect a claim to go to trial is | = =
foolishness




PRACTICALLY
SPEAKING ¢

-
A Just because its public, does that
mean you can grab anything?

A Captures must be relevant in
context of claim.

A Simply defaming photos will
damage the credibility of your
investigation

A Perpetual surveillance appears GET A LlFE

like it will be outlawed in new

regulations formulated in AND STOP STALKING

California.

CALM
AND







HOW ANONYMOUS ARE YOU?

https://www.facebook.com/john.cash.5473894/about?Istx3000008072701785%3A100003018925394%3A1522847940 e 9

Home Find Friends

This is your
account
number.

Whenever
you visit a
profile,
your
Account
number is DO YOU KNOW JOHN?
available to
the profile
event log.

A\ Follow © Message

Timeline About Friends Photos More ~

Follow John to get his public posts in your News Feed.

£ About



HOW ANONYMOUS ARE YOU?

ONOEMm 2O o4 w1201 3Q @4 m12:02

ﬂ Nancy Klenk

Has looked the
following

2219 publication:

Holiday sock
shopping. Yes
thatisa

E Nancy Klenk
Has looked the
- following
22119 publication:

A “"‘ George L Peters Jr.
Has looked the main page.

ﬂ Nancy Klenk
4 visits
REN George L Peters Jr.
% 1 visits

> Want Free Image Uploads?

X

w Kimberly Owens
e 4 Has looked the main page.

Checking a site before being prepared to
recover information can blow your
opportunity to bolster your defense

1

At the Peep
Show in
Westminster

2

Worse yet, it COULD turn the tables on you




HOW
ANONYMOUS
ARE YOU?

WHAT ARE THE CONSEQUENCES
OF GETTING BURNED IN A
SOCIAL MEDIA INVESTIGATION?

| IMMEDIATELY

REGRET THIS DECISION



HOW ANONYMOUS ARE
YOU?

A The personal consequences to
being burned on social media are
real

A Physical injury may be the
extreme example

A Cyberbullying and threats to
emotional peace and well being
are not as visible but hurt just as
much

A Damage to organizational
integrity




COLLECTION METHODS
MAKE A DIFFERENCE!

How would a jury respond
knowing the facts of your
defense were gathered by an
adjuster from social media

What qualifications does an
adjuster hold to survive a
discovery deposition?




